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Abstract

We presenta methodolgy to delug a SOCby concen-
tratingonits communicationOur extendeccommunication
modelincludesa) multiple signal groupsper interfacepro-
tocol at eadh IP port, b) the handshaks per signal group
(e.g. for command)and c) the handshakswithin a signal
group (e.g. for write andreaddataelements)Asa result,
our delug methodolgy is the r st to offer detug contmol
at threecommunicatiorgranularities: individual data ele-
mentsin a messge, messges(i.e. requestor responses),
andentire transactions.

Communicatiorto distributed shaed memoriess sup-
ported in networks on chip (NOC) by transpaently
(de)multipleing different masterslave channelshasedon
the memoryaddress,also called narrowcast. In this pa-
per, we extendpreviouswork on NOC delug that allowed
per-connectiordehug (i.e. a masterwithoutdifferentiating
betweenits slaves)to also supportper-channel(i.e. per
masterslavepair) dehugging, alsofor narrowcastconnec-
tions. Thisenablesssentialne-graineddehug control for
multi-processorSOCsthat usedistributed-shaed-memory
communication.

The dehug infrastructue consistsof hardware compo-
nents,and a softwae APl andlibrary. We de ne the hard-
ware infrastructue and the required changesto a NOC.
Our architecture cleanlysepaatesthe monitoringand dis-
tribution of eventsfrom howthey are interpretedand used,
in termsof hardware and programming We de ne a high-
level softwae API for run-time user control. The delug
methodolgy offers run-time programmablebreakpoints,
stopping continuing and single-steppingof distributed-
sharedmemorycommunicatiomt threegranularities,atthe
costof 2.5%NOCareaincreaseand no speedenalty

1. Intr oduction

With the emegenceof complex SOCscomesthe unin-
tentionalbut inevitable slip of somedesignerrors(located

in hardware or software) to the product bring-up phase.
Finding theseerrorsin a timely and cost-efective manner
is increasinglyimportantto ensurethat the productcanbe
releasedo the market ontime. Traditionallythetaskof de-
bugginganembeddedystemhasbeenmadeeasietthrough
theup-frontinclusionof detug supportfunctionsin thede-
sign,anactvity known asDesign-forDelug (DfD). Delug
supportfunctionsincludedin SOCsacrossheindustryto-
day [11] fall into two categories: real-timetraceandrun-
stopcontrol. To enablereal-timetrace key internalsignals
arebroughtout, in real-time,onto chip pins. The ability to
obsenrethesesignalds agreatadwvantageduringdehugging.

Run-stopcontrol useson-chipsupportto stopthe func-
tional operationof the chip whena programmablecondi-
tion occurs. Traditionally the responseo this occurrence
is to either have the processorsn the systemjump to an
exceptionhandler andwait to be contactedby an external
deluggertool, or by gating all functionalclocks, freezing
the completesystemstate. Afterwards, the external de-
bugger software can switch the systemto a dehug mode,
in which the systemstatecanbe examined,andwherere-
quired,modi ed, beforefunctionalexecutionis resumedbr
restarted12]. Softwaredehuggingtakesplaceattheappli-
cationsourcecodelevel. Hardware dehuggingtakesplace
at the IP clock cycle level. A single sourcecodeline can
take mary clock cyclesto execute,makingthe systemde-
bug processvery time consumingasthereareno interme-
diatelevels on which dehuggingcantake placeaswell. In
addition,dehuggingat the clock cycle level is known to be
very dif cult, especiallyin SOCswith multiple clock do-
mains,andin the presenceof non-deterministidoehaior
andervironmentalconditiong[5, 4].

In thispaperwethereforeestablismew intermediatele-
bugginglevels,addressommunicatiorbasedndistributed
sharednemoriedor multi-processo6OCsjmplementsin-
gle stepping,and de ne and implementa high-level user
API for run-timedehug. For this we focuson the on-chip
communicationarchitecture and extend the conceptsand
implementationgxploredin [8] and[18].

Key contributionsof this paperare:



We introducean extendedcommunicatiormodelthat
includesmultiple protocolsignalgroups,handshaking
pergroup(e.g. for the commandgroup)andwithin a
group(e.g.write andreaddataelements).

This allows us to de ne intermediatelevels for ef-
fective run-stopdehugging of embeddedystemsfo-
cussingon the on-chipcommunicationjnsteadof on
the on-chip computation. Theseincreasinglycoarse
levelsare: individual dataelementgof write andread
data),requestindresponsenessagegndentiretrans-
actions.The rst levelis new.
NOCsimplementdistributed-shared-memoigommu-
nication by demultipling requestdrom a masterto
the appropriateslave, andmultiplexing the responses,
calledanarravcastconnectior{16]. Priorwork [8, 18]
allowed dehugging of connectionsvith a masterand
multiple slaves,suchasa narravcastconnectionpnly
in a limited manner This paperde nes andimple-
mentsperchannel,i.e. per masterslave pair, delug
support.This signi cantly increaseshe e xibility and
applicability of the delug methodology which is re-
quiredby SOCswith multiple processorghatcommu-
nicatevia distributedsharednemories.

We shav new detailsof the event distribution mech-
anism,including nite statemachinegFSM) andthe
operationof stopeventdistribution.
Singlesteppingj.e. repeatedtoppingandcontinuing,
is a key featureof a dehug methodology Although
prior work introducedthe concept,it did not imple-
mentit. In particular single steppingat ary of the
threedehug levelsintroducedhere,while guaranteeing
thatno eventsaremissedrequiresadditionalhardware
supportto atomicallycontinueandstop. This is more
compl thantheseparatstopandcontinuefunctions,
describedy earlierwork.

The new features(threedehug levels, narrovcastde-
bug, and single-steppingpll require changesto the
network interface(NI) shell FSMs. We shov anim-
plementatiorfor a particularprotocol(DTL [14]), and
a generalrecipeto modify NI Shell FSMs for other
protocols.

While prior work de ned the basic stepson how to
usea dehug infrastructurethis papergivesboth more
low-level detailsof the testpoint registers(TPR), and
de nes a genericdehug interface port and software
API to abstractaway from the basic,implementation-
speci ¢ operationgo amoregenericanduserfriendly
interface.

In our exampleswe usea network on chip (NOC), but our
conceptandimplementatiorcanbeappliedequallywell to
bus-base&OCarchitectures.

The remainderof this paperis organized as follows.
Section2 discussetheinterconnectiorandcommunication
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Figure 1. Example signal groups and signals of a
DTL port.

models. In Section3 we describea typical sessiorfor de-
bugginga systemusingacommunication-centriapproach,
andderive dehug controlrequirementsSection4 describes
how thesecanbe implementedn a NOC andmadeacces-
sible via a genericdelug interface. Section5 containsa
descriptionof the high-level software AP1 we developedto
control the SOC communicationat the systemlevel with
differentgranularitiesof stoppingand single stepping. In
Section6 we presentthe resultsof experimentswe con-
ducted,includingsilicon areacost,andimpacton the max-
imum functionalnetwork frequeng. We concludein Sec-
tion 7.

2. Inter connection& Communication Models

Communication Model

To enableheirre-useJPscommunicat@ntheir portsusing
standardizettansaction-basgutotocolssuchasDTL [14],
AXI [1], andOCPJ[13]. A transactioris initiatedby a mas-
ter port on an IP, and consistsof a requestmessagdrom
masterto slave. The executionof arequesimessagéy the
slave cangeneratanoptionalresponsenessage.

A requestmessagas encodedas two or more signal
groups: the commandgroup and the write-datagroup. A
responsenessagés encodedasoneor moresignalgroups,
e.g.theread-datgroup. Successie datawordsof thewrite
and readdatagroupsare called messagddata) elements.
Figure 1 shavs someof the signalgroupsof DTL, which
we useas a running examplein Sections4.3 (corverting
transactionso paclets)and6 (experimentakesults).

A valid/accephandshagis usedto transferan element
per signal group. For example, the elementof the com-
mandgroupcompriseshe commandread/write),address,
andperhapsome ags. For thecommandanddatagroups
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Figure 2. Narrowcast connection, implementing
distrib uted shared memory comm unication be-
tween one master and multiple slaves.

the initiator producesdataon the signalgroup and asserts
thegroup's valid signal. The targetthenconsumeshe data
andindicateghis by assertinghegroup'saccepsignal.For
theresponsenessagé¢herole of initiator andtargetarere-
versed.

We distinguishthreeconsistengranularitiesof commu-
nication. Startingwith thesmallesttheseare: elementgco-
incidingwith signalgrouphandshag&s),message@equests
or responses;onsistingof oneor moreelementon oneor
more signal groups),and transactiongconsistingof a re-
questmessagandoptionalresponsenessage)The dehug
infrastructurantroducedn Section4 allows the detugging
of the communicationof a SOC to take place at eachof
thesdevels,dependingon how it is con gured.

Our canonicalNOC [7] consistsof routersand network
interfaces(NI). A mastercommunicatesvith a slave using
two uni-directionalchannelsonefor requestmessageand
one for responsemessages.Most communicationproto-
colsimplementdistributedsharednemory wherea master
communicategransparentlyvith multiple slaves. In other
words, the masterusesan addressspacewithout knowing
how it is distributed over the slaves (on-chip and external
memoriesperipheralsetc.). A mastecommunicaterans-
parentlywith multiple slavesusinga singlenarravcastcon-
nection[16], seeFigure2.

NI Ar chitecture

As illustratedin Figure 3, channelsare implementedby
the NI kernel,andconnectionsareimplementecby the NI
shells[16]. After serializingthe requessignalgroups(“s”
in Figure3), requestf a single masteraredemultiplexed
to multiple slaveson a single connectionin the masterNI
shell(“d” in Figure3). Split pipelinedrequestsnaybesent
to differentslaves,andthe responsesnay comebackwith
differentdelays,hencethe mastemNI shellalsointerleares
theresponse the correctorder A slave may be usedby
differentmasters.Hencethe slave NI shell multiplexesre-
guestf differentmasteranddemultiplexestheresponses.
The NI Shell FSMs implementthe (de)serialization,re-
ordering,andhandshakindor the particularprotocolof the

narrowcast
(multi-slave master)
NI shel

NI kernel

Figure 3. (a) Narrowcast (Multi-Sla ve) Master and
(b) Multi-Master Slave, with their Shells and Ker-
nels.

port. In Section4.3we describeheseFSMsandhow they
have beenmodi ed to supportour dehug methodology

3. Communication Debug

For run-stoptype detugging,a dehug engineerrst has
to determineat what point during the functionalexecution
(the so-calledbreakpoint)the internal stateof the embed-
dedsystermeedgo beexamined.This decisionis typically
basednthepointin time atwhichfaulty behaior becomes
visible onthe systemoutputs,andsettinganinternalbreak-
point prior to thatmoment.For communication-centride-
bug, several choicesexist for the granularityat which the
systemexecutioncanbe stoppedandsubsequentlgingle-
steppedseeFigure4.

The coarsesgranularitythatis usefulfor detuggingthe
on-chipcommunications the connectiorlevel. This com-
prisesthe communicatiorbetweena single masterandall
of its slaves. This delug level is sufcient to determine
whetherthe mastergenerategorrectreadandwrite trans-
actionsandtheslavesreactin thecorrectway. This correct-
nesscanbe determinedor examplethrougha correlation
with abehaioral simulationof the samesystem.This how-
ever doesnot explain why (attributes of) the transactions
on a particularconnectioror from a particularslave arein-
correct. To determinethis, a smallergranularitymay be
required,for exampleat the level of individual slaves(i.e.
channels)message§i.e. speci ¢ requestor responsesn
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Figure 5. Communication-centric Debug Session.

achannel)or evenelementsvithin amessagelf thecom-
municationinfrastructurdtself is suspectdeluggingmight
needto take placeat the evenlower, it level. Finally, the
smallestgranularityat which the executionof the system
can be controlled, and hencestopped,is the clock-g/cle

level. Notethatwhenstoppinga systemat a highergranu-
larity thanclock cycles,thestoppingmaynotbeimmediate,
i.e. thesystemmay continueto executefor a certainperiod
of time after the breakpointwas detected for exampleto

completeanactive messager transaction.

Basedon theseadditionallevels of granularity a new
o w for acommunication-centridehug sessiorcanbe de-
rived. It isshavnin Figure5. After programminghebreak-
point, the engineercanchooseto functionally resetthe ap-
plication, to startits executionfrom a well-de ned start-up
state ortoletthesystencontinueasis. Theexternaldekug-
gersoftwarethencontinuouslychecksheexecutionstateof
the system,to determinewhetherthe programmedreak-
point hasalreadybeenhit or not. Oncethe breakpointhas
beenhit, the deluggersoftware alsohasto checkwhether
the systemhasreacheda quiescentstate,for example by
polling the stateof the communicationqueuesin the NI
shells. Especiallywith the transactiorgranularity the time

betweerthe breakpointhit andthe systemcommunication
reachinga quiescenstatemaytake a long time whenlarge
transactionsireused.

Either the systemreachesa quiescenstateby itself, or
the userhasto force the subsequergwitchto dehug mode.
Oncein dehug mode,the delhug engineethasaccesso the
contentsof all internalregistersand memoriesyia for ex-
amplethe manufcturingscan-chain§l0].

Oncethe systems statehasbeeninspected,it may be
requiredto restartand/orresumethe systems executionto
stopat anotherpoint (earlieror later) in time for moreac-
curateanalysisof theerror. To this end,the breakpointcan
be reprogrammedand the execution of the systemis ei-
therrestartedby resettingthe system),or resumedby re-
enablingsystemexecutioncontrol).

Fromthe descriptionof a communication-centridehug
sessionye derive thefollowing controlrequirementso de-
bug the on-chipcommunication:

Reset:Functionallyresethesystento (re)startthe ex-
ecutionfrom awell-de ned, start-upstate.
Internalstop: Stopinitiatedby anon-chipmonitorpro-
grammedo recognizeandtriggeronaconditionor se-
guenceon internalsignals.Whenthesetriggersreach
thenetwork interfacesthey maytake effectatdifferent
levelsof granularity(seeFigure4).

Externalstop: Stopinitiated by the userfrom the ex-
ternaldetuggertool. Dueto the lateng of the detug
channelthroughwhich this stopcommands commu-
nicated, it is often very dif cult to preciselycontrol
thepointatwhich the systemactuallystopsexecuting,
hencethe predominantiseof on-chipmonitors.
Continue:Resumdunctionalexecutionof the system.

Thetraditionalsingle-steperationalsoexistsfor com-
municationdelug, but is not explicitly mentionedasa re-
guirement,as a single-stepactionis the combinationof a
continueaction with a subsequenstop action at a user
speci ed granularity The breakpointprogrammecdtan be
either an absoluteor a relative breakpoint. For single-
stepping,a relative breakpointis used, wherethe break-
pointis setafterthenext clockcycle, it, elementmessage,
or transactiondependingon the users granularityrequire-
ments.

4. On-Chip Debug Infrastructur e

In this sectionwe describethe on-chipdelug infrastruc-
turethatsupportsacommunication-centridehug sessioras
shavn in Figure5 andthatmeetsour communicatiordehug
requirements.An overview of this infrastructureis shavn
in Figure6. The componentspeci cally addedto provide
dehug supportareshavn in light gray
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4.1. On-chip Monitors

Monitors may be addedto a systemto obsere the
progressof the computationin the masterand slaves,
and/orthe communicationin the communicatiorarchitec-
ture. Communicatiormonitorsobsere the dataon the in-
terfacesat the boundariesof the network [17], and/oron
internallinks [2, 3], routers,Nls, etc. Underwhich condi-
tions a monitor generates trigger canbe programmediia
theDelug Controlinterconnec{DCI). In ourcasetheDCI
consistsof a daisy-chainof, amongothers,Monitor Test
PointRegisters(TPR) (seeFigure6). A Monitor TPRcon-
tains a breakpointcondition, and its enableand triggered
ags (referto Figure 7(a)). The TPR chainis accessible
fromanlEEE 1149.1TestAccessPort(TAP) usingaspecial
dehlug instruction(seeSubsectiort.5). This accessnech-
anismis identicalto the DCBsin [19]. Oncethe monitor
detectgheprogrammedreakpointtonditiononthelink or
interfaceit obsenres,it assertsts outputfor aslong asthe
breakpointconditionremainstrue.

=EDI Node
= Router

= NI interface

= Monitor

Figure 8. Example Event Distrib ution Inter connect.

reset/ 0 event/ 1

event/ 0

Figure 9. FSM of the Event Distrib ution Intercon-
nect Node.

4.2. Event Distribution Interconnect

The output signals of the monitors are connectedto
the Event Distribution Interconnec{EDI). The basiccom-
ponentof the EDI is the EDI node. The EDI nodeis
parametrizablén the numberof neighboringnodes. The
EDI follows the topology of the communicatiorarchitec-
ture (for anexamplewith onemonitor, referto Figure8).

The FSM diagramof anEDI nodeis shavn in Figure9.
Uponafunctionalresetthis FSM entershewait state,in
whichit waitsfor anincomingeventsignalfrom its nearby
monitoror otherEDI nodes Whenaneventis detectedthe
FSM transitionsto the send state,while it broadcastshe
eventto all its neighboringeDI nodes. In the next clock
cycle, the FSM transitionsto theidle  statewhereit de-
activesits outgoingeventsignal,andignoresary incoming
returningeventsignalsfrom its neighbors.This stateis key
to the attenuatiorof the event signalsin the EDI, asit en-
suresthat eventually the entire EDI will be free of event
signalsagain. In the next clock cycle, the FSM transitions
tothemore? statewhereit checkswvhethertheeventinput



0 |1us ‘Zus ‘Sus |4us |Eus ‘Eus |?us |Eus ‘Sus

el

‘monitor_stap

L
g

stop_in0 u

stop_int 00

[}

o waTT
= waTT

stop_in2
ecl{ynode:state_r w fWATT

wn
5]

IHH

eclif] ynode:state_r

cli{2 ynode state_r nr j WATT VAIT
si@oestete s | ol fasks VAT
edli{d ynode:state_r nr j WATT MORE? JWATT
‘stop_out wiww  Yu w4 Jw
' stop_out[4] ]

=

=

= ]
' stop_out[] —

Figure 10. Event Distrib ution Example .

signalis still asserted.If so, it will transitionbackto the
send state,while broadcastinghe eventto all its neigh-
boring EDI nodes. If the eventinput signalis deasserted,
theFSMtransitiongo theinitial wait state whereit again
resumedo wait for anincomingeventsignal.

For the exampleEDI shavn in Figure 8, the concerted
operationis shavn in Figure 10. Monitor MO assertsts
output(monitor _stop[0] ), therebysignallinganevent
to EDI Node NO. EDI Node NO transitionsto the send
statewhile assertingts outputsignal,stop _out[0] . In
thenext clockcycle,its neighboringeDI nodesN1 andN3,
take similar action,to signaltheremainingeDI nodes N2,
and N4 via stop _out[1l] andstop _out[3] respec-
tively. Consequentlgll nodeggothroughthestatesequence
wait ! send ! idle ! more? ! wait . Afterwards,
the completeEDI is in the samestateasit wasbeforethe
eventcamein from themonitor, but in betweerall network
interfaceshave beeninformedof this event, throughthe as-
sertionof thestop _out[i]  signals.

It takesthe EDI a single clock cycle to propagte the
pulseggeneratedby a monitorthrougha EDI node.Givena
communicatiorarchitecturehat communicatesiataat the
granularityof its (3 cyclesfor the A£thereaNOC), thisen-
suresthatary monitoreventalwaysreacheghe bordersof
the network aheadof the dataitself. Thisis a key dehug
featurewe exploit, asit allows this datato be kept within
the bordersof the communicatiorarchitecturefor an (po-
tentially) in nite amountof time. The actualprocessingf
this databy the receving IP canthen be analyzedin the
necessaryletail requiredto nd an error cause by subse-
guentlysingle-steppindghe delivery operationfor this data
attherequireddelug granularity

4.3. Network Interface Debug Op eration

We illustrate the functional statesandtransitionsof the
NI shell FSMs, and then describehow they are modi ed
for dehug. Figure 11 shawvs the FSM of the narrovcastNI

Figure 11. Modied Network Interface FSM for a
Narrowcast Master.

shellfor aDTL mastemportasshavn in Figure3(a). Other
NI shellFSMsaresimilar. Pleaseeferto Figurel for the
relevant signalsand groupsof a DTL port, which we use
in ourimplementationThe statesof the FSM serializeand
handsha&the DTL signalgroupsin the correctorder(cmd
dec andcmd accpt for the command,thenread for
readdataorwdata accpt forwrite data).Thecmd dec
statedecodeghe addresgroupto selectthe channekorre-
spondingto the right slave, which is the de ning feature
of the narravcastconnectionthat implementsdistributed-
shared-memorgommunication.

For the communicationto be stoppedwhen a break-
pointis detectedthis FSM needgo be adapted The states
that areresponsiblgfor handshakingare duplicatedin so-
calledshadaev states Thesearethelighter graystatesn the
statediagram,with anapostropheppendedo the nameof
the original state. Shadav statesdiffer from their original
counterpart. First, whenin a shadev state the FSM deac-
tivatesthe NI shell's handsha& signals,causingcommuni-
cationbetweerthe masterandNI shellportsto (eventually)
stop.Secondto take anFSM outof ashadaev state asignal
from the externaldehuggersoftwareis required.

In the particular FSM of Figure 11, the stop tran-
sitions s2 and s6 are equal to the original 2 and
f6 , but include checking that the channel should be
stopped, and that an unconditional stop or stop condi-
tion occurs: (stop _enableli] = logic-1 ) AND
((stop = logic-1 ) OR (stop _condition]i]
= logic-1 )) , wherei is the channelidentier. f2'
andf6' aremodied from f2 andf6 respectiely by
including the negatedstop condition. The continuetransi-
tionsc2, c6, andc7 areequalto theoriginalf2 , f6 , and
f7  ANDed with the continueli] = logic-1  signal,
respectrely. A generalrecipefor otherprotocolFSMscan
beeasilyderivedfrom this example.

The stop _enable , stop _conditon , and
continue  signals come from the NI shells TPRs,



describedn the following section. They control how the
NI shell hardware reactsto incoming eventson the stop
signal. TAP controllerinstructionssetandreadthe TPRs,
asdescribedn Section4.5. The userusesa higherlevel
delug API, de ned in Section5, built on top of the TAP
controllerinstructions.

4.4. Network Interface Debug Control

The dehug signalsrequiredto control the stateprogres-
sion of the NI shell FSMsoriginatefrom an NI-shell TPR
(seeFigure6). All NI-shell TPRsareincludedin the TPR
daisy-chairdescribeckarlierin Section4.1. TheNI TPRis
adataregisterthatprovidestheuserwith all requireddehug
controlovertheinterconnecinteractions By programming
thevariousNI TPRstheusercanachiese transactionmes-
sage,and/orelementdeluggingper channel.As shavn in
Figure7(b),theNI TPRconsistof 5 elds: stop _enable ,
stop _granularity , stop _condition , continue , and
ip _stop . All butthelast eld arepresenperchannel.

1) Stop Enable: This eld indicateswhetherthe com-
municationonaparticularchanneis stoppecdbn aninternal
eventor not. A logic-0 meanghatthecommunicatioron
this channeldoesnot stopwhenan eventsignalis receved
from the EDI. Also a possiblesoftwarestopis ignored(see
the descriptionof the stop _condition eld below). A
logic-1  stopsthe channelon the conditions,speci ed by
thestop _granularity andstop _condition elds.

2) Stop Granularity: This eld controlsthe granularity
atwhichthecommunicatioronacertainchannels stopped.
Alogic-0 andlogic-1  allow ongoingmessageandele-
ments respectiely, to completebeforestopping.Thelatter
will stopthechannefaster

3) Stop Condition: Providedthatstoppinghasbeenen-
abled(i.e. stop _enable setto logic-1 ) for thechannel,
and the appropriatestop granularity hasbeenset, this bit
determinesinderwhich conditionthis channelwill stop.A
logic-0  meandhatthechannelwill stoponly afterapulse
from the EDI hasbeenreceved. A logic-l  meansthe
channelwill stopunconditionallybeforethe next element,
atthegranularityspeci ed by thestop _granularity bit.
This channelwill stopirrespectve of whethera stoppulse
arrivedfrom the EDI or not.

This eld givesthe userthe e xibility to eitherwait for
a stoppulsefrom the EDI (i.e. for anabsolutebreakpoint
or an externalstopcommand)or programa channelto be
stoppedunconditionally(for a pre-programmear forced
userstop). Therearetwo reasondor providing this eld.
First,in caseof (in nitely) longtransactionsr errorsonthe
interface,the usercanstopthe NOC by programmingthis

eld without having to wait for a transactiorto complete.
Secondasingle-steponsistof a continueatomicallyfol-
lowed by animplicit unconditionalstop. This eld enables

thisimplicit stop.

4) Continue: Thestopcombinedwith thecontinuegives
theuserthe powverto obsene thefunctionalbehaior of the
SOCin a controlledfashionduring detug. The continue

eld is interpreteddifferently from the other elds. Writ-
ing logic-1  in the continue TPR causesan active-high
signalto befed to the NI shell. Upon continuingcommu-
nication, the shell resetsthis signal’s value automatically
throughspecialresetlogic. Settingthis bit to logic-1  is
thusinterpretedasa singlecontinuepulsefor thechannel.

A continuewith theappropriatestopconditiontherefore
ensuresan atomiccontinueandstop,to ensurethatexactly
onehandshaktakesplace.Thisaccurag cannobeguaran-
teedby separateontinueandstopcommanddecausehey
involve userinteraction,TPR programmingstopeventdis-
tribution, etc. all which take time, duringwhich anIP may
executemultiple handshaks.

5) IP Stop: Every NI shell TPR also has a single
ip _stop bit which enableghe NI shellto forwardanevent
to theconnectedP cores.Thisis usedfor afunctionalstop
requestor theIP cores,enablingthe stoppingall the com-
ponents(the interconnectand the IPs) of a SOC closeto
eachotherin time. Otherwise,only stoppingthe intercon-
nectwithoutthelP coresmeanghatthecomputationattate
of thelP coresmightstill advanceasthey continueinternal,
non-communication-relatedperations. This complicates
dehug asthe stateof differentpartsof the systenretrieved
lateron maybedif cult to correlateto oneanother

A logic-0 meansnot to signalthe connectedP cores
to stop. Settingthevaluetologic-0  is alsousedo signala
continueactionwhenthe IP coreswerepreviously stopped
usingthis method. A logic-1  signalsa stopto the con-
nectedP coreswhenatriggereventcomesn via the EDI.
45. Extra TAP Controller Instructions

The entire on-chip delug infrastructureis controlled
and programmablehroughan IEEE 1149.1 Test Access
Port (TAP). A TAP is often alreadyincludedin a chip
designto allow board-leeel manufcturingtest. To sup-
port communication-centricletug, the controller associ-
atedwith the TAP hasbeenextendedwith anumberof user
de nedinstructions:

DBGRESET issuea functionalresetof thechip.
PROGRANIPR programthe monitor and NI TPRs.
Theformerdeterminghebreakpointondition(s).The
latter controltheresultingdehug controlactions.
QUERYTPR query the statusof the breakpoint(trig-
geredor not) andthe channelgwhethertherearestill
on-goingtransactionsin theNI shells.

JTAG.STOR senda trigger pulseto the EDI from the
TAP.



PROGRANICB switch the systembetweenfunctional
anddehug modes.

DBGSCAN scanout the completestateof the system
via the scanchainsin delug mode.

Theseinstructionsimplement safe reading and writ-
ing of TPRs(which can be non-trivial due to the differ-
encein delug and functional clock domains). They hide
SOC-dependernitmplementatiordetailsof the TPRsin scan
chains,etc. Thesegenericinstructionsare however still
fairly low level for an end userbecausgs)hewould have
to know the exact TPR layoutsof Figure 7 andtheir posi-
tionsin the TPR chain. It is for this reasorthatwe de ned
a higherlevel software API, which is describedn the fol-
lowing section.

5. Off-chip Debugger Software API

We extendedthe TCL interfaceof our hardwaredehug-
ger[15] to controlthe detug functionalityin auserfriendly
manner Thefollowing API functionsareimplemented:

reset : Issuesfunctionalresetf thesystenby using
the DBGRESETinstruction.

set _bp <monitor > [<conditon >]: Setsup the
<condition > in the monitor's TPR. When the optional
<condition > eld is left out, the breakpointsettingis
cleared.This call useshe PROGRANIPRinstructionto pro-
gramthe appropriatemonitor TPR bits via the TAP. Here,
and below, <monitor >s and<channel >s arespecied
usingtheir full, hierarchicaldesignnames.

set _bp_action <channel > [<granularity >

<condition >]: Setsup a breakpointactionon the chan-
nel. The <granularity > is one of transaction
message, Or element . The <condition > is edi
or always . When the optional <granularity > and
<condition > elds areleft out,thebreakpointactionset-
ting is cleared.This call usesthe PROGRANIPRIinstruction
to programthe appropriateN| shell TPR bits via the TAP.

get _monstatus [ list of <monitor >s ] Returns
an ASCII string, indicatingwhetherthe speci ed monitors
have triggered(logic-1 ) or not (logic-0 ).

get _ni status <ni >: Returnsan ASCII stringin-
dicating whetherthe channelsin the speci ed NI areidle
(logic-1 ) or not(logic-0 ).

continue [ list of <channel >s]. Causeghe com-
municationonthechannelgo continue.If theoptional eld
is left out, all channelsare continued. This call usesthe
PROGRANIPR instructionto setthe continue  bits in the
appropriateNl TPRsto logic-1  viathe TAP.

synchronize : Retrieve thecompletestateof the sys-
temby rst switchingthe systemto the dehug mode,using
the PROGRANICB instruction, and subsequentlyscanning
outthemanufcturingtestscanchainsusingthe DBGSCAN

instruction. Thenthe systemis switchedbackto functional
mode, using the PROGRANICB instruction. The complete
stateis storedin aninternaldatabaséor subsequenguery
by theuser

6. Experimental Results
6.1. Example Use Case

In this subsectiorwe shav how the delug infrastructure
andthe software APl work togetheron an example. Our
automatedlesign o w [6] generatedhe systemshavn be-
forein Figure6. Thisincludesthe RTL VHDL of theNOC,
theclockandreseftcontrollerstestbenchandtraf c genera-
tors,embeddedC codeto programthe NOC, andscriptsfor
gate-level synthesis scan-chairinsertion,etc. Eachmas-
ter hasa connectionto both slaves. In Figure 12 we shav
signaltracesof the gate-level implementatiorof the NOC
with scanchains.We bootthe systemuntil it is runningin
functionalmode(omittedfrom thetrace).Thesystenis de-
bugged rst at the messagdevel, andthen elementlevel.
This is accomplishedy Script 1, which usesthe software
API de ned abore to controlthe on-chipdehug support.

Script 1 ExampleDelug Script
1. set _bp top.R00.M378

2: set _bp_action ftop.Nll.chl edi

3: while f[get _-mon.status  top.R00.M]eq“0”" g fg
4: while f [get _ni _status NI1] ne“1111"gfg

5: set _bp_action ftop.Nl1l.chly always

6: continue ftop.Nll.chh

7. continue ftop.Nll.chl

8: set _bp_action ftop.NIl.chlelement always
o: for fseti Og f $i<5g fincrigf continue g

10: set _bp.action ftop.NIl.chlelement edi

11: continue

Line 1 setsabreakpointatthe monitorattachedo router
R0OO, to matchthe value 378 on the outputlinks of the
router Line 2 speci esthatthechannekop.Nll.chl  be-
tweenMaster1 and Slave 2 is sensitve to eventsgener
atedby the monitorsanduser(via the TAP) (edi ). Chan-
nelch0to Slave 1 continueso operate.On receptionof an
event from the EDI, the NI nishes the ongoingmessage
(message). Thesetwo commandsareexecutedoy the off-
chip detuggersoftware,which usesthe TAP andDCI (i.e.
the TPR chain)to loadthe appropriatevalues(Section4.4)
in themonitorandNI TPRs.Thisis for exampleshavn by
thetransitionof stop _enable , labelledA, in Figurel2.

Line 3 polls the monitor TPR to seeif it triggered. Af-
ter a numberof transactiongbox labelled B), the mon-
itor triggers, which is shavn by the transition on signal



ni _stop _in labelledC. NI1 completesthe ongoingmes-
sageon the channelbetweerMasterl andSlave 2. It then
stops,i.e. doesnot acceptthe messagefor Slave 2 offered
by the mastericommandvalid is high, seelabelD). In line
4 the TPRof NI1 is checled. First thatthereare no pack-
etsin transiton channekhl containing(partsof) messages
(cf. live tx wr_r_landlive _tx rd _r_1). Secondhatall
creditshave arrivedin the producers NI [9].

Line 5 changeghe sensitvity of channekhl to single-
step mode (always ), i.e. only a single messagés ac-
ceptedbefore stoppingagain. This is visible at label E,
wherethe stop conditionchanges.Line 6 continuesoper
ation of channelchl (label F). Immediately the write re-
guestmessagehat waswaiting (label D) is acceptedsent
to Slave 2, and executed. Immediatelyafter, Master1 of-
fers a readtransactionput this commandis not accepted.
All this is showvn in box G. Whenline 7 is executed,the
waiting readrequestis acceptedexecuted,andthe corre-
spondingresponsealataconsumedseethe box labelledH).
Thereaddatadtl _rd _data transitionsfrom “xxx” to ade-
ned value, but this is hardto readin the signaltracedue
to thetimescaleused. We thenchangethe stopgranularity
of channelchl to the elementlevel, line 8, label I), fol-
lowed by 5 continuecommandgline 9). In the boxesla-
belledJ andK, ve elementsare accepted:the command
dtl _cmd.accept and4 dataelementondtl _wr_accept .
Finally, line 10 (labelL) makeschannekhl sensitvetothe
EDI only, i.e. no singlestepping.LabelM shawvs how the
systemcontinuesat full speedaftera continuepulse.

All delugcommandsregivenfrom thedehug clock do-
main. The systemoperateson the functional clock, and
parts of the systemthat are not dehugged operatenor-
mally. For example,althoughnot shown for lack of space,
throughoutthe example the other mastercan continueto
sendtransactiongo both slaves. Figure 12 hasbeenob-
tainedwith a simulator To dehuganFPGA or realsilicon,
thesynchronize  call hasto beusedto dowvnloadthe state
of the chip to the deltugger or vice versa. This meanghat
theentiresystemjncludingmaster2, hasto transitionfrom
functional modeto delug mode. In general,clock cycle
synchronizatiotleavesthe systemin a potentiallyinconsis-
tentstatedueto clock-domaincrossingghatdo not utilize
valid/accephandsha&s. Propercontinuationcanthenonly
be achieszed be executingagain from a systemreset.In our
case,however, the stateof the NOC can be synchronized
safely and independentlyfrom the clocks usedby the IP
coreshecausall interfacesdo usevalid/accephandshags.
At the startof the synchronize  call, all channelshave to
be stoppede.g. atthe elementievel whichis quickest,and
they have to bere-enabledfterthe synchronization.

6.2. Required Silicon Area

For the exampledescribedabore, the amountof silicon
areaneededo implementthe proposedietuginfrastructure
is very low: a 2.5%increaseof the NOC area,andno de-
creasen speedvhensynthesize@t250MHz. Theincrease
in areais almostentirely dueto the TPRs;the areafor the
monitorsandEDI nodesarengglible. Regardingtiming, the
NI shellFSM compleity is increasednaiginally, but thisis
notin thecritical path. The EDI runsatNOC speedandthe
DDI andDCI speedsiredeterminedy thescanchainsand
boundaryscanlogic insertedfor manufcturingtest.

7.Conclusion

We presented dehug methodologyto dehug a SOChy
concentratingon its communication. We appliedit to a
NOC becausehey representhe most complec intercon-
nects. Our extendedcommunicatiormodelincludeshand-
shalesfor eachof the multiple signal groupsper IP port,
and multiple handshaé&s per signal group (e.g. for read
andwrite dataelements)It alsoaddressesarravcastcom-
municationbasedon distributed sharedmemories,where
a mastertransparentlysendsreadandwrite transactionso
multiple slavesin its addresspace As aresult,dehug con-
trol is offered at three granularities: dataelementsmes-
sagesandtransactionsOrthogonallyit is offeredperchan-
nel (masterslave pair), alsowithin narrovcastconnections.
Differentchannelscanbe simultaneouslydehuggedat dif-
ferentgranularities.

We prove our conceptswith an RTL implementation
that is automaticallygeneratecby our NOC design o w.
We shav how to extend NI shell FSMs for generalcom-
munication protocolswith shadav statesto suspendthe
valid/accepthandsha&s on the port interfaces. The mon-
itoring anddistribution of eventsis cleanlyseparatedrom
how they are interpreted(the delug granularityper chan-
nel), in termsof hardwareandprogramming.The software
infrastructurehasa clearly de ned hardwareinterface(the
TPRsand IEEE 1149.1TAP with additional,genericde-
bug instructions),andan intuitive high-level software API
thatusest. Theinfrastructureofferspowerful run-timepro-
grammablebreakpoints,stopping, continuing, and single
steppingatthreegranularitiesn particular singlestepping
is anon-trivial extensionto atomicallycontinueandstop,to
guaranteghatno eventescapesletection.

Our dehug infrastructureconsistsof hardware compo-
nents(monitorsandeventdistribution interconnect)anda
software API and library. The hardware infrastructureis
modular requiresvery few changedo theNOC, andscales
linearly with the sizeof theNOC in termsof area.Thearea
costis only 2.5% comparedo the NoC andwithout speed
penalty
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Figure 12. Traces of our Example Debug Session.

References

(1]
(2]

(3]

(4]

(5]

(7]

(8]

(9]

ARM. AMBA AXI Protocol Speci cation June2003.
C.CiordasT. BastenA. RadulescuK. GoossensandJ.van
Meerbegen. An event-basedmonitoring servicefor net-
works on chip. ACM Transactionson Design Automation
of Electronic SystemsOct 2005.

C. Ciordas K. Goossens,T. Basten,A. Radulescu,and
A. Boon. Transactiommonitoringin networkson chip: The
on-chiprun-timeperspectie. In Proc. Symposiunen Indus-
trial Embeddedystem¢IES), Oct 2006.

P. Dahlgren P. Dickinson,andl. Parulkar LatchDivergeng
in MicroprocessoFailure Analysis.In Proc.[EEE Int'l Test
Confeence Sep/Oct2003.

S. K. Goel andB. Vermeulen. Hierarchicaldatainvalida-
tion analysisfor scan-basedehug on multiple-clocksystem
chips.In Proc. |IEEE Int'l TestConfeence(ITC), Oct2002.
S. Gonalez Pestana, E. Rijpkema, A. Radulescu,
K. GoossensandO. P Gangval. Cost-performancérade-
offs in networks on chip: A simulation-basedpproach.In
Proc. Design, Automationand Testin Europe Confeence
and Exhibition (DATE), Feb2004.

K. Goossens]. Dielissen,andA. Radulescu.The Athereal
network on chip: Conceptsarchitecturesandimplementa-
tions. IEEE Designand Testof Computes, Sept/Oct2005.
K. GoossensB. VermeulenR. van Steedenand M. Ben-
nebroek. Transaction-basedommunication-centridehug.
In Proc. Int'l Symposiunon Networkson Chip (NOCS)
May 2007.

A. HanssorandK. Goossens.Trade-ofs in the con gura-
tion of a network on chip for multiple use-casesin Proc.
Int'l Symposiunon Networkson Chip (NOCS) May 2007.

(10]

(11]

(12]
(13]
(14]

(15]

(16]

(17]

(18]

(19]

K. Holdbrook,S. Joshi,S. Mitra, J. Petolino,R. Ramanand
M. Wong. microSRARC: A casestudyof scan-basedehug.
In Proc. IEEE Int'| TestConfeence(ITC), 1994.

A. Hopkinsand K. McDonald-Maier Delug supportfor
comple systemson-chip: A review. |IEE Proc. Computes
andDigital TechniquesJuly 2006.

R. Leathermarand N. Stollon. An embeddediehigging
architecturgor SoCs.|EEE Potentials Feb-Mar2005.
OCPInternationalPartnership.Opencoreprotocolspeci -
cation,2001.

Philips Semiconductors.Device TransactionLevel (DTL)
Protocol Speci cation.Version2.2, July 2002.

G. Rootselaarand B. Vermeulen. Silicon Delug: Scan
ChainsAlone Are Not Enough. In Proc. IEEE Int'l Test
Confeence(ITC), Sept.1999.

A. Radulescu).DielissenS.GonzalezPestana. P. Gang-
wal, E. Rijpkema, P. Wielage, and K. Goossens. An ef-
cient on-chip network interface offering guaranteedser
vices,shared-memorgbstractionand e xible network pro-
gramming. IEEE Transactionson CAD of Integrated Cir-
cuitsand SystemsJan2005.

S.TangandQ. Xu. A multi-coredelug platformfor NoC-
basedsystemslIn Proc. Design,Automationand Testin Eu-
ropeConfeenceand Exhibition (DATE), 2007.

B. Vermeulen K. GoossensR. van Steedenand M. Ben-
nebroek.Communication-centriOCdelug usingtransac-
tions. In Proc. EuropeanTestSymposiunfETS) May 2007.
B. Vermeulen,T. Waayers,andS. Goel. Core-basedscan
Architecturefor Silicon Delug. In Proc. IEEE Int'l Test
Confeence(ITC), Oct 2002.



